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The Office Action maintained rejection of claims 1, 2, 4-18, 20-27, 29-35, and 59 
under 35 U.S.C. § 103(a) as being unpatentable over various combinations of the cited portions of 
U.S. Patent No. 6,101,477 to Hohle et al. ("Hohle"), U.S. Patent No. 5,414,772 to Naccache 
("Naccache"), U.S. Patent No. 6,304,223 to Hilton et al. ("Hilton"), and U.S. Patent No. 
6,226,744 to Murphy et al. ("Murphy"). The cited references cannot be relied upon to teach or 
suggest the limitations of independent claims 1, 17, 18, 21, 22, 25, or 29 and, therefore, 
Applicants believe all claims now pending are allowable. 

These independent claims each include limitations relating to an outgoing secure 
communications link from a smart card, through a smart card communication device, and to a 
remote central computer system. 

The cited references do not teach or suggest: 

1) Secured data formatted by the smart card to allow the central computer system 
to detect a modification to the secured data occurring during transmission beginning at the smart 
card, passing through a smart card communication device, and extending through to the remotely 
located central computer system, as generally recited in claims 1, 17, 21, 22 or 29; or 

2) A second set of secured data, the second set formatted by the central computer 
system to allow the smart card to detect a modification to the second set occurring during 
transmission besinnins at the remote central computer system , passing through a smart card 
communication device, and extending to the smart card , as recited in claim 17, 18, and 25; or 

3) the smart card communications device "transmitting the outgoing" signal to a 
remote central computer system "without deciphering the data," as set forth in claim 1 or 23; 

1) + 2) Detection of a Modification to the Secured Data beginning at the Smart Card and 
Extending to the the Central Computer System 

The identified claims set forth a secure communication link between a smart card, 
through a smart card communication device remote , and to a central computer system. In some 
claims, the central computer detects modification to the secured data beginning at the smart card 
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and extending through to the central computer. In other embodiments, the smart card detects a 
modification in the reverse direction, beginning at the central computer and extending through to 
the smart card. Again, it is worth noting that the central computer system is located remotely 
from the smart card and the smart card communication device. 

Naccache does not appear to be cited for these limitations, as the Office Action 
appears to rely on Hohle to teach the missing elements (Office Action, p. 4, 11. 19 - p. 5, 1. 2; p. 
10, 11. 14-17, both citing Hohle, col. 22, 11. 47-67). The Office Action indicates that it is the 
issuer 10 of Hohle that reads on the cenfral computer system of the claims (Office Action, p. 4, 
11. 8-16, c«Y/«g Hohle Fig. 10). 

However, the cited passages of Hohle address "'signing' of the data using a 
message authentication code" for transmission between the card and the external device 
(emphasis added, Hohle, col. 22, 11. 50-57). Hohle describes the "external device" to be "a card 
reader," and communication to the external device is through "a line for serial data 
communication" (Hohle, col. 3, 11. 3-4, 24-25, emphasis added). Serial data communication 
between a smart card and a card reader falls far short of the secure communication from a smart 
card to a remote central computer system. Hence, Hohle also falls short of the limitation relating 
to end-to-end data integrity from a smart c?ixd, passing through a smart card communication 
device, and extending to a remote central computer system. 

Moreover, it is worth noting that the Specification describes a rationale for certain 
aspects of such embodiments, noting that "that security devices at the central computer system 
may be replaced or exchanged without affecting the smart card communication device. . . . [Such 
embodiments provide for methods of] establishing a secure communication link between a smart 
card and a central computer system through a communication network by allowing data to 
transparently pass through a smart card communication device, processor and communication 
network and by performing security ftmctions at the smart card and the central computer 
system." (Original Apphcation, p. 4, 1. 26 - p. 5, 1. 19) 

3) Secured Data Received and Transmitted by a Smart Card Communication Device to a 
Remote Central Computer 
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The Office also concedes that "Hohle does not expressly disclose the outgoing 
transmission sent [from the smart card communication device] without deciphering the data" 
(Office Action, p. 5, 11. 3-5). Additionally, the Office Action concedes that "Hohle does not 
teach receiving at a smart card commimication device an outgoing message and using the smart 
card communication device to produce an outgoing secure data signal" (Office Action, p. 5, 11. 5- 
7). Thus, the Office concedes that much of the ftinctionality (steps for receiving, demodulating, 
and producing an outbound signal) for the outbound communication that occurs at the smart card 
communication device is absent from Hohle 

The Office Action appears to rely on Naccache to teach the missing elements. 
However, Applicants respectftiUy submit that the Office Action has erred in this reliance. 

Claim 1 recites that the "outgoing . . . signal transmitted from the smart card" is 
"demodulat[ed] using the smart card communication device [to] produce an outgoing secure data 
signal . . . without deciphering the secured data, and is then transmitted to a cenfral computer 
system "remote from the smart card communication device." 

Naccache, in contrast, describes communication between a "chip card" and "a 
computer . . . comprising a chip reader enabling physical communication with the card," 
through an "I/O interface" (emphasis added, Naccache, col. 3, 11. 33-45; Fig. 3). In Naccache, 
the communication described is only between the "chip card" and the "chip reader" via the 
"interface." (Naccache, col. 3, 11. 32-45). Therefore, the Office's reliance on Naccache to teach 
communication between a smart card communication device and a remote central computer 
system is misplaced (Office Action, p. 5, 11. 11-16, citing Naccache, col. 6, 11. 1-1 1). 

The Office improperly relies on Naccache to teach certain outgoing 
communication methods and signals that, in certain claims, are processed at the smart card 
communication device and then transmitted to the remote central computer system. For 
example, the Office Action states that apparatus B of Naccache "corresponds to the central 
computer system." (Office action, p. 5, 11. 15-16). This assertion is in error, as the chip reader 
(Apparatus B) is a local computer in physical communication with a chip card. Communication 
from a smart card to a local reader fails to teach the communication from a smart card through a 
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smart card commimication device through to a remote central computer system, recited in certain 
claims. 



The Office improperly relies on Naccache to teach "using the smart card 



communication device to produce an outgoing secure data signal" destined for a remote central 
computer system (Office Action, p. 5, 11. 11-14, aYmg Naccache, col. 2, 11. 56-58). The cited 
portions of Naccache are fi-om a smart card to the reader, and very clearly fall short of teaching 
the limitations of the claims related to communications with a remote central computer system. 



CONCLUSION 

For at least these reasons, it is respectfully submitted that independent claims 1, 



17, 18, 21, 22, 25, and 29 are allowable. Claims 2, 4-16, 20, 23-24, 26-27, 30-35, and 59 each 
depend from the independent claims, and these claims are believed to be allowable for at least 
the same reasons. AppUcants respectfully request that the rejection be withdrawn. Applicants 
beheve all pending claims are allowable over their cited references, and thus request the issuance 
of a Notice of Allowance at an early date. 
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